WIT

THE PREMIUM CLOUD

JOB DESCRIPTION

JOB TITLE Cyber Defense Manager
ORGANISATIONAL FUNCTION CYBER SECURITY
REPORTING TO Cyber Security Director
WORKPLACE Milan

OVERVIEW

At WIIT, we are focused on making a difference for our customers. We are a leading Hosted Private
and Hybrid Cloud service provider for companies with critical environments management and
business continuity needs. Everything we do aims at creating value and this can be accomplished
only by putting our people at the centre and valuing their work and skills.

Reliability, ethics and innovation are our ingredients for success.

Join us to make a difference!

MISSION

The candidate will oversee the Cyber Security team and Cyber Defense Center professionals in
order to ensure full operational efficiency and continuous technological-procedural evolution.

RESPONSIBILITIES AND ACTIVITIES

¢ Manage the Cyber Defence Centre and its resources,

o develop and maintain processes in the Cyber Defence Centre in liaison with the
Cybersecurity Governance function,

e supervising, coordinating and improving the incident management processes of security,
monitoring alerts and reporting to customers,

e ensure that appropriate and effective processes are used to respond to security alerts,

¢ maintain the documentation necessary for description of operations and workflows and
ensure that they are reviewed and updated as appropriate

o Defining periodic SALs with customers

EXPERIENCE

Atleast 7 years in IT, of which at least 3 years in security operations

QUALIFICATION

Diploma or equivalent qualification

SKILLS AND KNOWLEDGE

e knowledge of SIEM and SOAR technologies

knowledge and use of Vulnerability Management solutions

knowledge of SOC processes and best practices (e.g. ISO 27035, SP 800-61)
knowledge and application of NIST/ISO 27001 security frameworks
experience in security operations services

feam management experience

Excellent knowledge of the English language
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APTITUDES

Predisposition to problem solving

Strong orientation to obtaining results

Excellent communication and interpersonal skills
Excellent tfeam management skills
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